BAADR Privacy Policy

Online Privacy

e Our Privacy Policy forms part of the Terms & Conditions and therefore the terms on which we provide and allow

access to BAADR app.

Collection and Use of Information

e Information we collect includes:

o Log and Usage Data: Log and usage data is service-related, diagnostic, usage, and performance
information our servers automatically collect when you access or use our Services and which we
record in log files. Depending on how you interact with us, this log data may include your IP address,
device information, browser type, and settings and information about your activity in the Services
(such as the date/time stamps associated with your usage, pages and files viewed, searches, and
other actions you take such as which features you use), device event information (such as system
activity, error reports (sometimes called "crash dumps"), and hardware settings).

o Device Data: We collect device data such as information about devices like the phone you use to
access the Services. Depending on the device used, this device data may include information such
as your IP address (or proxy server), device and application identification numbers, location, browser
type, hardware model, Internet service provider and/or mobile carrier, operating system, and system
configuration information.

o Location Data: We collect location data such as information about your device's location, which can
be either precise or imprecise. How much information we collect depends on the type and settings
of the device you use to access the Services. For example, we may use GPS and other technologies
to collect geolocation data that tells us your current location (based on your IP address). You can opt
out of allowing us to collect this information either by refusing access to the information or by disabling
your Location setting on your device. However, if you choose to opt out, you may not be able to use
certain aspects of the Services.

o Google Data : BAADR'’s use and transfer of information received from Google APIs to any other
app will adhere to Google API Services User Data Policy, including the Limited Use requirements.

e The above information is obtained in an aggregate and anonymous manner for the improvement of the app’s
performance. Such information is not disclosed at all to any other party unless required by law or for the
protection of the rights of EAD.

e  Your personal information will only be made available to the EAD employees who need to have access to it.
This information will not be made publicly available without your consent. Similarly, no such information will
be exchanged, sold, or traded with any third party without your prior consent, and access to that information
will only be permitted to qualified individuals and specialists who provide the EAD services related to your

interactions with BAADR app.

Information Security Controls
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http://www.allenovery.com/legal-notices/Pages/Privacy-policy.aspx
https://are01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdevelopers.google.com%2Fterms%2Fapi-services-user-data-policy%23additional_requirements_for_specific_api_scopes&data=05%7C01%7CSai.Teja%40ead.gov.ae%7Cec65fb30585b44f1c49508db55161bb7%7Cf56d02957e094136bf4854b5ca1d2939%7C0%7C0%7C638197325798122869%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qJKN0alBRf6yOqoSG1S3H7ZxumuuMFze4ztqVL6m%2BA8%3D&reserved=0

e EAD has implemented the necessary controls to protect the privacy of personal information provided by the
user or collected by the concerned team at EAD.

Whenever possible, appropriate encryption is used to protect information that is deemed sensitive and important, and
for any data which must be protected in accordance with federal or local legal requirements or the requirements of
EAD.
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